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Application of Wireless
Technologies in a Nuclear Plant:
Evaluation of Electromagnetic
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Computational Techniques
The aim of this work is to present a preliminary investigation on the propagation of elec-
tromagnetic fields generated by wireless technologies inside a nuclear facility or power
plant. First, a survey of currently proposed wireless technologies for nuclear facilities
and plants has been carried out. Then, for selected scenarios, the electromagnetic field
propagation has been studied by means of electromagnetic simulation tools, and the pres-
ence of the nuclear environment has been simulated by properly modeling environmental
parameters and engineered barriers. The choice of the proper simulation techniques and
tools is mandatory in order to simulate the effect of the realistic environment on the prop-
agation. Accordingly, the feasibility of wireless technologies application at nuclear facili-
ties can be assessed on the basis of results achieved from simulated scenarios. The goal
is to analyze, for selected scenarios, possible issues due to the propagation of an electro-
magnetic field in the presence of simplified barriers mimicking the real nuclear environ-
ment. This approach can provide indications on how to deploy potential benefits of
wireless technologies in a nuclear environment, evaluating pros and cons of the investi-
gated technologies. [DOI: 10.1115/1.4044261]
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1 Introduction

It is well known that the nuclear industry is a conservative one.
As a consequence, while new technologies are immediately
implemented in the conventional industry, as they may offer
promising improvements in term of performance and costs, they
undergo a slower, more difficult acceptance process when one
tries to apply to the nuclear field.

Such an approach is perfectly understandable in consideration
of the strict rules and conditions that the nuclear industry must
respect in order to guarantee safety and security everywhere and
at all time. This is the case for the application of wireless technol-
ogies in a nuclear power plant, in a research reactor or in a nuclear
facility for the waste management, e.g., for improving sensor or
network capabilities. The potential benefits of implementing wire-
less technology are evident and increase as the technology rapidly
evolves.

However, as in every enterprise, and in the nuclear industry a
fortiori, the impact of such an implementation should be consid-
ered as a major decision.

During the last years, some reports have been proposed in order
to analyze the deployment of wireless technology in a nuclear
plant setting from a systematic approach, with the aim to provide
an overview of the available technology, to support the decision
making, and to offer templates for business cases to managers and
operators [1,2] as well as to support the assessment of wireless
systems implementation from a safety perspective [3]. “Wireless
technology is ideally suited for replacement of wire and cable
from instrument or control device to the data acquisition system,

programmable logic controller, distributed control system, or net-
work node access point. With low power, small size, and ease of
circuit integration advantages, wireless process control signal
transmission has applications for installations where it can reduce
maintenance, and provide signaling where not previously possible
or practical” [1].

What is still lacking, to the authors’ knowledge, is a detailed
analysis of the effects of the specific environment (i.e., the nuclear
plant with its piping, vessels, tubes, tanks, and so on) on the elec-
tromagnetic field propagation.

Nuclear environments are not as simple as domestic and work-
ing environments: they present complex structures and compo-
nents, which could lead to operational issues for wireless devices

Fig. 1 Possible wireless sensor network diagram. Each node
could be either a sensor or an actuator.
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if not properly addressed. In fact, they are characterized by
extreme temperature and humidity variations, high noise levels as
well as potential exposures to chemicals and ionizing radiation.
On the other hand, some sensors and instruments may be sensitive
to the electromagnetic radiation emitted by the wireless devices.
Finally, the presence of the metallic and concrete structures

together with a wide variety of sensors, instruments, and systems
of different material and shape contributes to the overall nonuni-
formity of the nuclear environment.

This is widely recognized as a crucial point: “The locations of
wireless transmitters must be given adequate thought and plan-
ning. The desired coverage area needs to be defined and a site

Fig. 2 (a) LOS propagation (b) NLOS propagation. The transmitter is in both case
centered on the edge of the irradiation plane (it is here identified by a sphere in the
upper part of the vertical wall). The wall is made of PEC.
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analysis developed. If possible, a propagation analysis should be
conducted” [3].

The main motivation of this paper (an augmented and revised
edition of [4]) is indeed to start investigating the propagation of
electromagnetic fields generated by wireless technologies inside a
nuclear facility or power plant.

1.1 Candidate Wireless Technologies for Nuclear Power
Plants. A detailed discussion of key features of a wireless com-
munication system is out of the scope of this paper. There is a
huge variety of books and papers dealing with such a highly
developed and widespread technology. The interested reader can
easily refer to the reference literature for a comprehensive over-
view of the underlying principles, implementation issues, and key
enhancing features [5,6]. Here, only the main elements essential
for the core discussion will be briefly recalled. A wireless commu-
nication is mainly composed by a transmitter, which processes the

input signal so that it is suitable for the transmission in the com-
munication medium, and a receiver, which is able to recover the
transmitted signal after the propagation through the noisy
medium. Digital wireless networks, widely diffused in industrial
environments, are the most suitable wireless technology to be
applied in nuclear facilities because of the data types encountered
[3]. The most important wireless networks follow the Institute of
Electrical and Electronics Engineers (IEEE) 802 family of stand-
ards [7], maintained by the IEEE 802 LAN/MAN Standards Com-
mittee (LMSC). In particular, wireless local area networks, which
operate over a coverage area of hundreds of meters, are covered
by the IEEE 802.11 series of standards: 802.11a, 802.11 b,
802.11 g, 802.11n, 802.11ac (also called Wireless Fidelity or
WiFi standards). Wireless personal area networks (PANs) operate
over a range of a few tens of meters and are covered by the IEEE
802.15 series of standards: 802.15.1 refers to Bluetooth certifica-
tion, 802.15.2 refers to IEEE 802.15 and IEEE 802.11 coexis-
tence, and 802.15.4 refers to low-rate wireless PAN (e.g., ZigBee,

Fig. 3 Propagation in the presence of a wall separating the room in two half-
spaces: (a) simulation results and (b) scenario setup. TX is the transmitting
antenna, h is the TX height, wh is the wall height, d is the distance between TX
and the wall, t is the wall depth.
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WirelessHART, MiWi, etc.). Services and protocols specified in
IEEE 802 map to the data link and physical layers of the ISO-OSI
model. IEEE 802 splits the data link layer into two sublayers
named logical link control and media access control.

The coverage area typically required in a nuclear facility ranges
from few meters to hundreds of meters. As a consequence, in
order to realize a facility wireless sensor network, PANs and local
area networks standards seem to be the reference standards to be

Fig. 4 E-field on the side of a wall opposite from the incidence direction of the EM field
is reported by using different CEM methods. PO* means PO/MoM decoupled; cc means
concrete. (a) Room: large elements-PO (LE-PO), Wall: PO*; (b) room: PO, Wall: PO*; (c)
room: PO, Wall: PO; (d) room: GO, wall: GO; (e) room: GO, wall (cc): GO; (f) room: UTD,
Wall: UTD; (g) room: GO, wall (cc): PO; (h) room: GO, wall: PO.
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used in a nuclear facility. For an optimal design, the main features
of such a wireless sensor network (Fig. 1) should be [5,6]:

� compliant to a wireless standard
� low power consumption
� limited range (multihop)
� self-organizing
� low cost
� easy maintainable

It should be observed that all the features are well fit by the
802.15 standard. In particular, 802.15.4 [8] implements the lowest
power consumption protocol for ubiquitous communication
between devices. Important features include provisions for sup-
porting time and rate sensitive applications and integrated support
for secure communications. Devices also include power manage-
ment functions such as link quality and energy detection. The
basic framework conceives a 10-m communications range with a
transfer rate of 250 kbit/s and three possible frequency bands for
operation (868/915/2450 MHz). In particular, the 2.4 GHz indus-
trial, scientific, and medical frequency band has got 16 channels
with typical transmitting power in the range 1–100 mW and a
receiver sensitivity equal to �85 dBm (at 2.4 GHz).

On the basis of the aforementioned considerations, in this
paper, the central frequency of 2.4 GHz is adopted in what follows
as the frequency range for the simulation model.

2 Simulation Methods

Numerical simulations can probably represent the best
approach to carry out preliminary investigations on the propaga-
tion of electromagnetic fields from wireless technologies within a
nuclear facility, as well as to study possible effects on the quality
of service of wireless signals transmission owing to the presence
of complex geometries (packed with equipment and concrete or
concrete/steel barriers) in the simulated scenario.

The simulation approach offers several advantages. First of all,
it allows overcoming all the practical difficulties in performing
experimental activities inside a reactor. Moreover, it permits to
realize feasibility studies and to create predictive models useful
for understanding the expected behavior of the sensor network
once deployed. This can be achieved thanks to its intrinsic modu-
lar approach, the readiness of results, and the possibility to
develop customized simulations exploiting realistic computer-
aided design models. Of course, a rigorous V&V phase on real
cases is required to achieve reliable models for simulation
analysis.

In this paper, a bottom-up approach has been defined to address
possible issues related to wireless signals propagation from sen-
sors for monitoring process and environmental parameters (e.g.,
temperature, pressure, humidity, radiation…) deployed in a
nuclear facility. Specifically, the following reference scenarios
have been considered to simulate the presence of simplified bar-
riers mimicking the real environment of a nuclear plant:

� line of sight (LOS) propagation
� propagation in the presence of engineered barriers
� propagation in realistic scenarios

A critical point of such an approach is the choice of a numerical
method appropriate to simulate the considered scenarios. To this
end, analytic approximation techniques—which, in principle, are
easy to manipulate and to be interpreted—could be exploited to
infer approximate solutions. As a main drawback, however, they
provide low simulation accuracy especially when considering sce-
narios characterized by complex geometries or nonhomogeneous
materials.

Computational electromagnetics (CEM) provides far better
accuracy, for it exploits a wide range of numerical methods to
achieve different tradeoffs between simulation accuracy and cal-
culation speed: of course, this is paid in terms of computational
cost [5,10]. CEM tools are widely available both as commercial

tools and as custom codes. Different simulation techniques have
been implemented over the years, to address problems character-
ized by different levels of complexity in terms of electrical size
and of materials included in the model. Full-wave techniques are
usually exploited for low electric size problems, as they allow
achieving high accuracy of simulation, e.g., finite difference time
domain (FDTD), finite element method (FEM), method of
moments (MoM), multilevel fast multiple method (MLFMM) for
large structures [11–14]. Conversely, asymptotic techniques are
typically exploited to solve large electric size problems with
acceptable computational cost, e.g., physical optics (PO), geomet-
rical optics (GO), geometrical theory of diffraction (GTD), and
uniform theory of diffraction (UTD) [15–19]. The aforementioned
full-wave and asymptotic techniques can be also exploited in
combination to implement hybrid approaches [19,20], able to
solve large electromagnetic problems with increased simulation
accuracy.

For the scenarios addressed in this study, possible simulation
approaches might consider the so-called indoor propagation mod-
els [5]. Indoor propagation models include International Telecom-
munication Union (ITU) models and log-distance path loss
models. ITU models estimate the path loss inside a room or a
closed area inside a building delimited by walls of any form [9].

In particular, the ITU model estimates the path loss inside a
room or a closed area inside a building delimited by walls of any
form. Suitable for appliances designed for indoor use, this model
approximates the total path loss an indoor link may experience:

L ¼ 20 logðf Þ þ N logðdÞ þ Pf ðnÞ � 28

Fig. 5 Configuration for studying the contribution only from
ceiling and front/back wall: (a) transversal view and (b) front
view
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where L is the path loss (in decibels), f is the frequency of trans-
mission (in MHz), d is the distance (in meters), N is the distance
power loss coefficient, n is the number of floors between transmit-
ter and receiver, and Pf(n) is the floor loss penetration factor.

The log-distance path loss model is a radio propagation model
predicting the path loss a signal encounters inside a building or
densely populated areas over distance:

L ¼ L0 þ 10 c logðd=d0Þ þ N0

where L0 is the path loss (in decibels) at the reference distance d0

(in meters), c is the path loss exponent, and N0 is a normal random
variable with zero mean corresponding to the attenuation (in deci-
bels) caused by flat fading (c and N0 must be experimentally
characterized).

This approach, suitable for appliances designed for indoor use,
approximates the total path loss that an indoor link may experi-
ence. Log-distance path loss models are radio propagation models
predicting the path loss that a signal encounters inside a building
or inside densely populated areas over distance.

However, the above-mentioned approaches are not suitable for
application to the scenarios considered in this study, because they
usually refer to uniform indoor environments, not to a complex
environment like a nuclear plant, that is, characterized by a large
electrical size as well as by in-homogeneous structures.

As a consequence, the CEM approach appears to be mandatory
in order to properly simulate wireless signals propagation in such
nuclear facility environments.

In this work, different CEM methods have been investigated.
The CEM techniques have had an enormous success after numeri-
cal analysis like FDTD, FEM and MoM have been merged with
computational power. The interested reader can refer to a wide
variety of literature both for theory and applications [10,15].

Due to the very large electrical size involved in a nuclear plant,
pure full-wave methods like FDTD, FEM, and MoM have been
excluded. Conversely, asymptotic methods like UTD, PO, and
GO have been taken into account, both individually or combined
in a hybrid approach (e.g., PO/MoM). Among the available com-
mercial electromagnetic simulation tools ([22–25]), FEKO

VR

has
been used in this study, as it includes all the aforementioned meth-
ods with a number of extensions implemented also according to
hybrid approaches [22].

2.1 Asymptotic Methods. In this paragraph, the main fea-
tures of the three asymptotic methods considered above will be
recalled for the sake of clarity in the following discussion and
only for the aspects that are relevant for the considered problem.
For a comprehensive and detailed treatment, the reader can refer
to the vast literature [10,15,21,22].

Fig. 6 Comparison between asymptotic methods and the full-wave MLFMM for a wall thickness equal to 0.01 m in the pres-
ence of both ceiling and front wall: (a) MLFMM versus GO, (b) MLFMM versus PO, and (c) MLFMM versus UTD
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Physical optics is based on a known radiating current distribu-
tion, or the radiation pattern of an antenna. When a scatterer is
placed in the radiated field, PO uses a physical approximation to
compute the induced currents on the surface. The scattered field is
obtained by numerical integration of the surface currents. The
main advantage in the considered case is its easiness to be hybri-
dized with MoM. On the other hand, effects of diffractions, multi-
ple bounces, and creeping waves are neglected. As a matter of
fact, as it can be seen later, FEKO

VR

implements a number of
extensions to the PO

� fock currents to account for the effect of creeping waves
over the shadow boundary region into “unlit” areas;

� correction terms to achieve more accurate current representa-
tion close to edges and wedges.

Geometrical optics is based on the following postulates: (1)
wavefronts are locally plane and waves are TEM; (2) rays are nor-
mal to the equiphase planes; (3) homogeneous medium; (4) no
spatial variation of the dielectric constant, so the rays travel in
straight lines.

Geometrical optics is only valid in lit regions because edge dif-
fraction gives a nonzero field in shadows. Edge effects are not
taken into account by GO. In order to consider diffraction effects,
the GTD has been proposed. This method considers the case of an

incident ray at the diffraction point. Yet, GTD is only valid in
deep shadow regions since it exhibits singular behavior near the
shadow boundary solutions present discontinuities at the shadow
boundaries. To predict a continuous total field, in 1974,
Kouyoumjian and Pathak introduced UTD [19], as an extension of
the geometrical theory of diffraction, multiplying the GTD for-
mula by a canonical transition function, which is unitary inside
the deep-shadow region.

3 Simulation Results

The following specifications have been defined to set the
numerical simulation models considered in the study [26]:

� continuous wave wireless signal at the frequency of
2.4 GHz—being one of the most used frequencies for wire-
less applications in the industrial, scientific, and medical fre-
quency band, it may represent an ideal frequency to be
candidate for application of wireless technology in nuclear
power plants and facilities

� indoor propagation in an electrically large environment
(about 2 orders of magnitude larger than the wavelength)

� different materials (e.g., perfect electric conductor (PEC),
concrete, etc.) representing various structures present in the
environment

Fig. 7 Comparison between asymptotic methods and the full-wave MLFMM for a wall thickness equal to 0.01 m in the absence
of ceiling (front wall present): (a) MLFMM versus GO, (b) MLFMM versus PO, and (c) MLFMM versus UTD
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� multiple TX antennas to be excited at the same time repre-
senting different sensors deployed in the simulated scenario.

Simulation results obtained with FEKO in different propagation
conditions are here presented and compared referring to three
asymptotic solvers (namely, UTD, PO, and GO). The objective is
to evaluate the three asymptotic solvers available in FEKO

VR

con-
sidering two conditions for wireless signal propagation inside a
room with the walls made of PEC material, i.e., ideal LOS propa-
gation and nonline-of-sight (NLOS) propagation in the presence
of simplified engineered barriers.

Accordingly, three simulation scenarios have been investigated
as follows:

(1) Simple PEC room
(2) PEC room without sidewalls
(3) PEC room slice

In Fig. 2, the comparison between LOS and NLOS propagation
is considered in the general case of a transmitting (TX) dipole
centered on the edge of the irradiation plane.

In Fig. 3, a TX dipole is located inside a PEC room, emitting
1 W of radiated power. A PEC wall separates the room in two
half-spaces, one of which contains the dipole. The wall occludes
the LOS but its width and height are slightly smaller than the
room; thus, it does not cover the entire room section. The calcula-
tion of the EM field distribution is required in order to evaluate

the electromagnetic field transmitted or scattered in the other half-
space of the room.

In Fig. 4, the E-field distribution from the side of a wall oppo-
site to the TX dipole is reported by using different CEM methods.

As expected, GO gives no field in the deep-shadow region,
while the effect of the propagation can be seen on the lit regions
(see Figs. 4(e), 4(g), 4(h)). On the contrary, both PO (Figs. 4(a),
4(b), 4(c)) and UTD (Fig. 4(e)) are able to evaluate the scattered
E-field in the side of the PEC wall opposite from dicetion of inci-
dence of the EM field.

In Fig. 5, a different configuration is considered in order
to study the contribution only from ceiling and front/back wall (no
floor and side walls). The objective is here to compare asymptotic
methods and the full-wave MLFMM, which is specific for large
structure. PEC room slice (0.5 m thick) without floor is here con-
sidered. In particular, three setups are considered, for a wall thick-
ness equal to 0.01 m and with three different environments

� both ceiling and front wall present;
� ceiling present, front wall absent;
� ceiling absent, front wall present.

Results are summarized in Fig. 6 (in the presence of both wall
and ceiling), Fig. 7 (no ceiling), and Fig. 8 (no front wall).

From Figs. 6–8, it can be observed that PO works better near
the wall, even if this result can be affected by the solver

Fig. 8 Comparison between asymptotic methods and the full-wave MLFMM for a wall thickness equal to 0.01 m in the absence
of front wall (ceiling present): (a) MLFMM versus GO, (b) MLFMM versus PO, and (c) MLFMM versus UTD
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implementation. On the other hand, UTD and to some extent GO
correctly predict these interference figures. It can also be noted
that the interference figure vanishes once the ceiling is removed.
Results also show that GO could be the best method for composite
structures, PO for a single medium, UTD for PEC structures. It
can be underlined that PO generally over-estimates the actual
power, while UTD generally under-estimates the actual power.
Moreover, near the surface of the PEC wall, PO seems to provide
a better accuracy. It also models some interference figures due to
rays that are reflected by the ceiling and reach the other side of the
PEC wall. These effects are modeled with reasonable accuracy as
far as 1.5 m away from the PEC wall. UTD is able to model multi-
ple reflections, edge, and corner diffraction when applied to large
polygonal plate, but it is not well suited to the analysis of complex
objects with curved surfaces. Accordingly, as the distance from
the PEC wall increases, UTD seems to model the effects of con-
structive/destructive interference with much more accuracy. These
interference figures are not modeled by PO, whereas GO seems to
capture some of them.

It can also be argued that GO remains the only method capable
of handling composite structure, although not suitable for accurate
modeling of scattering phenomena from complex geometries. PO
is more accurate to model the scattering region near complex-
geometry objects, but can only handle a single medium at a time.
UTD works only with polygonal PEC structures.

4 Conclusions

The application of wireless communication in a nuclear facility
requires a preliminary evaluation of the propagation characteris-
tics of the environment. In this paper, the overall environment
geometry has been modeled such that both diffraction and reflec-
tion paths play an important role, the LOS path being occluded by
a PEC wall. It has been shown that asymptotic methods give
results that have a different accuracy when compared with a full-
wave method, the degree of accuracy depending on the particular
method and varying along the computed near field. It is then of
primary importance choosing the proper numerical method for the
specific problem in order to come to reasonable, reliable
conclusions.

From these preliminary results, it can be argued that UTD
would be the best asymptotic method to simulate wireless
propagation in the presence of PEC structures, as it approximates
near-field electromagnetic fields as quasi-optical and uses ray dif-
fraction to determine diffraction coefficients for each diffracting
object-source combination.

On the other hand, GO—being an asymptotic method intended
for simulation of electrically large dielectric structures—would be
most suitable for applications including composite materials, pro-
vided that local wave effects could be ignored.

Physical optics is an intermediate method between GO and full-
wave electromagnetic solutions: it is able to model single-medium
large structures as well as scattering (nondiffractive) effects.
Therefore, PO is particularly suited for hybridization with other
CEM methods (e.g., MoM) to simulate wireless propagation in
scenarios including large structures as well as complex
geometries.

Further work is needed in order to expand this result to different
frequencies and different environment configurations.

New research is ongoing in order to include in the simulation
framework a realistic plant, so as to study the propagation prob-
lem in the presence of real barriers. An analytical method is then
required in order to evaluate a performance parameter that can
summarize the overall communication quality.

Nomenclature

d ¼ distance, m
d0 ¼ reference distance, m

f ¼ frequency, MHz

L ¼ path loss, dB
L0 ¼ path loss at the reference distance d0 , dB
N0 ¼ normal random variable with zero mean correspond-

ing to the attenuation (in decibels) caused by flat
fading

Greek Symbol

c ¼ path loss exponent

Nondimensional Numbers

n ¼ number of floors between transmitter and receiver
N ¼ distance power loss coefficient

Pf(n) ¼ floor loss penetration factor

Acronyms

CEM ¼ computational electromagnetics
FDTD ¼ finite difference time domain

FEKO
VR ¼ Altair FekoTM , a computational electromagnetics

(CEM) code
FEM ¼ finite element method

GO ¼ geometrical optics
GTD ¼ geometrical theory of diffraction
IEEE ¼ Institute of Electrical and Electronics Engineers

ISO-OSI ¼ International Organization for Standardization -
Open Systems Interconnection

ITU ¼ International Telecommunication Union
LAN ¼ local area networks

LMSC ¼ LAN/MAN Standards Committee
LOS ¼ line of sight

MAN ¼ metropolitan area networks
MLFMM ¼ multilevel fast multiple method

MoM ¼ method of moments
NLOS ¼ nonline-of-sight

PAN ¼ personal area networks
PEC ¼ perfect electric conductor

PO ¼ physical optics
QoS ¼ quality of service
RX ¼ receiving/receiver
TX ¼ transmitting/transmitter

UTD ¼ uniform theory of diffraction
V&V ¼ verification and validation
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