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Abstract—Manufacturing faults and aging are the main causes
for micro-crack generation in implanted prostheses. An early detection of surface defects by means of local sensors can prevent
dangerous complications and prompt for a preventive replacement of the medical device. For this purpose, a tattoo-like sensing
mechanism based on pre-fractal Space Fulling Curves is wrapped
onto the medical device and coupled with a zero-power RFID
transponder. The resulting smart prosthesis is capable to identify
the early formation of cracks and to communicate with the exterior
of the body by backscattering communication. The crack detection
method exploits the anti-tamper port of common Radiofrequency
Identification (RFID) ICs and a small antenna, acting as harvester,
closely integrated with the metal prosthesis. Simulations and tests
with a mockup of metallic hip prosthesis and a leg phantom
demonstrate that the device can identify surface cracks as small as
0.6 mm and can be wireless interrogated outside the body from up to
70 cm distance. The required geometrical change to the prosthesis is
modest and does not hinder its mechanical robustness. Experiments
also confirmed that the health status of the prosthesis could be even
monitored on-the-fly when the patient crosses a door equipped with
a UHF reader. The sensorized prosthesis could hence become an
enabler for the emerging Precision Medicine and for the Internet
of Bodies paradigm.
Index Terms—Crack detection, electronic skin, healthcare
applications, implantable passive sensors, radio frequency
identification, wireless prostheses.

I. INTRODUCTION
VEN though modern implanted prostheses are made to
last years, statistics reveal that 5%–10% of them undergo
premature failures [1], [2]. Micro-cracks generation due to fatigue [3] has been identified as one of the major causes. Although
recent progress in prosthesis design significantly reduced the
occurrence of fatigue fractures, this issue is far to be solved [4].
Focusing on orthopedic surgery, more than 2.9 million people
worldwide undergo joint replacements every year [5] and half
of them involves hip implants. Moreover, these numbers are
expected to grow further due to the relentless aging of the
population.
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So far, cracks are detected by chance during periodic screenings using expensive equipment, such as x-rays or nuclear magnetic resonance. In the worst cases, the detection is sometimes
directly based on the onset pain of the patient. The unavoidable
inconvenience of a revision surgery might be instead mitigated
provided that the early generation of micro-cracks was promptly
detected. For this purpose, non-invasive and through-the-body
monitoring, employing embedded wireless sensors, may enable
an early diagnosis to prevent severe complications of those
failures. Recently, a 2.4 GHz antenna was embedded within
a 3D printed titanium hip prosthesis [6] and it was provided
with sensing capability. In [7], a cavity-backed antenna was
integrated in the prosthesis to evaluate the link quality. Even
though active sensors can collect more data than passive ones,
the presence of a battery might be not acceptable in long-term
implants. Accordingly, to avoid the presence of the battery
without sacrificing the data-gathering, asymmetric links, as in
the Radio Frequency IDentification (RFID), have been already
experimented as zero-power communication architectures. For
instance, an NFC-HF coil transponder at 13.56 MHz [8] was
used to retrieve the structural health status of the prosthesis
by means of a skin-contacting reader antenna through capacitive modulation. In [9], a backscattering modulation is instead
exploited for transcutaneous RFID link in the UHF band (860960 MHz) involving a loop-transponder integrated on the surface
of the prosthesis and a non-contacting planar-F stacked antenna
for remote interrogation up to 45 cm.
More in general, ensuring the safety and the reliability of
mechanical (infra)structures falls within the discipline of Structural Health Monitoring (SHM) [10], wherein several RFID
approaches have been already proposed and they are summarized in Table I. In [11] the detection of both crack length and
orientation on non-metallic objects (like the concrete walls) was
related to a change in the backscatter signal originated from
chipless RFID tags. A rectangular patch antenna was proposed
in [12] for the same purpose by exploiting the crack-induced shift
of the resonant frequency. A 2-D grid of RFID loop-coupled tag
dipoles placed on dielectric objects was discussed in [13] to
improve the spatial coverage and identify the position of the
crack on a surface. The healthy state and the cracking degree
of the structure were estimated by analyzing the change in the
received signal strength indicator (RSSI) for each tag deployed
in the array. The phase change between the backscattered signals
generated by two strongly electromagnetically coupled facing
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TABLE I
RESUME OF STATE OF THE ART IN CRACK DETECTION BY RF SYSTEM

dipoles an a dielectric surface was exploited in [14] for the
estimation of the crack width with a sub-millimeter resolution.
However, this technique requires an a-priori knowledge about
that position crack.
RF based SHM also target other causes of the deterioration of
a metal object and in particular the corrosion that is a chemical
process also leading to crack formation. In [15], the sensing
parameter is the skewness feature of in-phase/quadrature (IQ)
transient responses that was demonstrated to improve the sensitivity and robustness if compared with the amplitude-base IQ
signal processing. A frequency selective surface (FSS) based
chipless RFID sensor was presented in [16]: the change of
the resonance frequency of the sensor was used as predictor
of the corrosion progression. A non-contacting high-resolution
microwave resonator sensor was proposed in [17] for the detection of High pH Stress Corrosion Cracking (HpHSCC) through
monitoring the pH range beneath the coating in pipeline steel.
The characterization of the sensor’ s response to pH changes
was based on the shift of the resonant frequency of the device
response.
Above methods can not apply to implanted orthopedic prostheses since they either require a bulky antenna to be placed on
the object or since they rely on a dielectric substrate instead of
metallic one.
More recently, the author proposed the concept of Space
Filling Curves (SFC) detector [18], [19] as a feasible tool, highly
integrable with passive RFID frameworks, for the identification
of cracks in unknown position of large and curved dielectric
surfaces. It does not involve protruding devices and hence preserves the surface continuity. In comparison with the references
in Table I and, as already detailed discussed in [18], the SFC
can be considered a lightweight, nearly transparent, embedded
solution.
A SFC envelopes a surface forming a dense meandered
path [20] with no self-intersection. Therefore, it acts like a
one-way circuit without forks that wraps the object like an
electronic tattoo. Provided that an SFC is made of a conducting
trace, it can be used as electrode to monitor the integrity of a
surface. In particular, SFCs have already been applied over both

planar and curved dielectric objects to detect a breakage. For this
purpose, the electrode was painted by using conductive silver
ink and then is was connected to a passive RFID transponder
equipped with an anti-tamper port. Any crack that breaks the
SFC is promptly detected by the change in the status of the
anti-tamper flag bit. In that way, following an interrogation with
an RFID reader, the information about the status of the monitored
surface is remotely conveyed digitally. In [21], authors applied
this technique to a 3D dielectric object, by tiling and painting
three SFCs directly on its surface. Anyway, above preliminary
experiments were so far only restricted to standalone plastic
objects in air so that there are no artifacts in the SFC resistance
due to the interaction with the metal body, from one side, and
with the highly lossy materials, from the other.
This paper introduces a further step forward by extending
the method to metallic objects too and to the application on
devices (metal prostheses) that are implanted into a high-loss
environment, namely the human body. The cohabitation with
a metal surface requires to insulate the SFC trace to prevent a
general short circuit among the SFC meanders, even in case of
crack presence, so that a false negative (no crack detected) could
be produced. Instead, the lossy tissues could in principle increase
the DC input impedance at the SFC port, even in case of intact
trace, thus producing a false positive (warning without crack).
In this condition a proper contrast in the DC input impedance at
the SFC port is anyway required among the cases of intact trace
(no crack) and interrupted trace (crack occurrence).
By expanding a preliminary idea in [22], this paper introduces
i) a way to embed the SFC crack detection system over a
metal surface (Section II), ii) the design and the evaluation
of the electromagnetic performance of the radiating element
(Section III), iii) prototype and experimental validation of the
through-the-body link (Section IV) and iv) finally, an application
to the on-the-fly monitoring through a gate (Section V).
II. RATIONALE AND ARCHITECTURE
With reference to the sketch in Fig. 2, the goal is to monitor the
surface integrity of an implanted prosthesis in a subregion ΩS
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Fig. 1. Examples of cracked orthopedic prosthesis. (a) Fracture of femoral
stem [23], (b) failure in stainless femoral plate [24] and (c) nail breakage [25].

Fig. 3. (a) Gosper Space Filling Curves at different iteration order. The space
sensitivity is represented by the smallest red segment non-intersecting the SFCs.
(b) Example of space tessellation by multiple SFC cells.

Fig. 2. Concept of the RFID-powered prosthesis with self detection of surface
damage comprising a Space Filling Curve crack detector, an RFID UHF chip
provided with anti-tamper capability and an embedded antenna within the
prosthesis.

monitored area and with the digitized status of the anti-tamper
flag: ‘1’ for the healthy condition and ‘0’ for a detected crack.
A. The SFC Crack Detector

where fractures are likely to occur. Accordingly, the SFC detector will be placed in ΩS and connected to an RFID transponder
provided with anti-tampering capability, placed in a convenient
position outside ΩS . Since the SFC electrode status is probed in
DC by the transponder, while the RFID tag is interrogated in RF
regime, SFC and the antenna can be independently designed.
Overall, the SFC trace will be wrapped on the prosthesis, like
a second skin or a tattoo, while the radiating element must be
integrated into the device with the smallest mechanical changes
not to hinder its structural integrity.
The working principle of this crack detection method is hence
based on the response of the anti-tamper port of the RFID
IC transponder. This port allows distinguishing among two
resistance values, namely short circuit when the DC resistance
DC
(RSF
C ) seen by the IC at terminals of the SFC electrode is
DC
DC
RSF C < Ron , and open circuit condition if RSF
C > Rof f .
{Rof f , Ron } are reference open/close resistances of the specific
IC. It means that when the SFC is closed (absence of cracks),
its resistance must not exceed the value Ron . Instead, a crack
occurrence must turn the resistance value above Rof f . As a
result, following a remote interrogation from an RFID reader,
the IC transponder will provide the user with the unique ID of the

Space-Filling Curves can have the shape of Hilbert, Koch,
Gosper and Fukuda profiles [20]. They are widely used in multimedia databases, geographic information systems, QoS (Quality
of Service) routing, image processing, or more in general, for
computer science [26]. Focusing on the recursive space-filling
curves (RSFC), they represent a special case of pre-fractals.
Their main feature is the self-similarity, namely their capacity
to fill the defined space with down-scaled copies of a father
segment. This feature can be easily controlled by acting on the
iteration order of the curve. Their spatial sensitivity (Fig. 3(a)
is the linear length of the smallest detectable crack that will
certainly break the electrode, viz the smallest segment that could
in principle intercept the SFC profile. The sensitivity is hence
related to how mutually close the meanders are and, definitely,
to the density of the SFC. As demonstrated in [18], the spatial
sensitivity can be arbitrarily tuned by acting on two geometrical
parameters: i) the side r of the regular hexagon enveloping the
SFC, and ii) the iteration order N of the considered pre-fractal.
The Gosper curve [27] will be hereafter considered as it provides
a supreme sensitivity for a given order (N ):
√
4 3
r.
S(N ) = √
7N +1

(1)
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Fig. 4. Implementation of the SFC crack detector through insulating layers
over a metal surface.

Hence, for a fixed external size of the curve (parameter r), the
increase in the iteration order will make the curve denser thus
bringing the lines mutually closer, but without overlapping. The
method is hence suitable to identify the presence of a crack
within the area of the SFC. The length can be estimated as
lower bound, namely the crack identification activates when the
length of the crack is longer than the threshold S(N) that can
be tuned through the order of the SFC. The higher the fractal
order, the denser the SFC, and accordingly the higher the spatial
sensitivity of the crack detector (smaller length of the crack
detected) will be. A better sensitivity is hence achieved at the cost
of a larger amount of conductor to be deployed on the surface.
The position of the crack can be approximately derived with
coarse granularity provided that the surface to be monitored
is enveloped by multiple SFC cells (Fig. 3(b)). Each cell is
connected to an independent anti-tamper IC thus producing
an hexagonal tessellation of the surface. By analyzing the IDs
of the responding cells and the status of their anti-tampering
bit, the system will identify the cell where the crack has been
formed so that we can know in which region of the object the
anomaly appeared. Thus, the resolution in the crack localization
is roughly proportional to the radius r of the SFC cell. The
method is however not suitable to track the progression of the
crack length as the multiple intersections (multiple open circuits)
of a growing crack with the SFC meanders will not produce
further changes of its DC input resistance.
B. SFC Over Metal Objects
To work properly, the SFC electrode requires the electric
insulation between the electrode itself and the metal surface of
the prosthesis. The embedding of the SFC over a metallic surface
comprises the following layers (Fig. 4): i) electric insulator between the SFC and the metal surface, ii) the SFC electrode layer,
and iii) a bio-compatible protective layer. The insulation layer is
mandatory in case of prostheses made of conductive materials
to prevent short-circuiting the SFC meanders with the metallic
body of the prosthesis. From a structural point of view, this layer
must transfer cracks without stretching and producing shielding
bridges which may affect the reliability of the crack transfer. To
this purpose, the Young’ s Modulus of the insulation material
must be higher than that of the prosthesis. Since the titanium,
which is the most common compound orthopedic prostheses
are made of, is a ductile material, there are some options for
insulation coating, such as ceramics or brittle paints [28]. The

Fig. 5. (a) Layout of the cavity backed loop antenna connected to an RFID IC
module (IC in red, RF and Anti-tamper ports indicated as RFP,N and AT1,2 ).
(b) Integration in the metal body of a prosthesis.

protective layer is motivated by electric and biocompatibility
issues. The direct interaction between the SFC and the wet
human tissues must be avoided to prevent corrosion of path due
to the fluids in the human body, so that the DC resistance of
the electrode would be altered. Furthermore, the insurgence and
the propagation of a crack could release particles of conducting
paint that must not come in touch with the body. For this application, elastic materials, namely with a low Young Modulus, are
preferred and elastomeric coating, like the Parylene-C [29], can
be used. SFC on a metal surface can be implemented through
micro-engraving, then, the resulting thread can be filled with an
electric insulating material and finally coated with a conductive
paint.
This detection method allows designing the electrode and the
antenna separately to achieve the best performance for both,
namely in terms of crack sensitivity and reading distance.
C. The Cavity-Backed Loop Antenna
The RFID antenna, housing the IC, is hosted into a small notch
carved out of the prosthesis. The antenna is a cavity-backed loop,
as in [30], that is insulated from the bottom side of the notch by
a 1.55 mm thick PET substrate (εr = 2.1 - σ = 2 × 10−4 S/m)
and covered in the top by another (0.5 mm) PET layer for
electromagnetic insulation. The loop is provided with a nested
matching stub (Fig. 5) to achieve the impedance tuning to the
IC. To simplify the integration, a COTS (Commercial of The
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Fig. 6. Proof of concept of the RFID-powered prosthesis. A second order (N =
2) Gosper SFC of is compressed, then wrapped around the neck of the prosthesis.
The antenna is housed inside a rectangular notch as in Fig. 5.

Shelf) RFID module (in black in Fig. 5(a)) already including
the RF and anti-tampering ports (AT) was considered for the
simulation.

Fig. 7. Montecarlo analysis of the conformal SFC spatial sensitivity. Probability that linear cracks (red segments) of normalized length L/S(2), randomly
displaced on the electrode, will intercept it (S(2) = 12 mm).

III. APPLICATION TO A HIP PROSTHESIS
With no loss of generality, the application of a SFC on a
metal prosthesis is here shown with reference to a metallic hip
prosthesis (Fig. 2). Typically, the generation of cracks on a hip
prosthesis is expected to arise in the stem and in the joint between
the stem and neck of the prosthesis [31]. Furthermore, reported
fatigue fractures of modular stems have been also associated
with titanium (Ti6Al4V) alloy neck and stem components [32].
Accordingly, the SFC is placed on the neck of the prosthesis,
while the radiating element is integrated in the stem. Alternative
placements, for instance with the SFC on the stem, can be
possible too by adapting the design described next.
The SFC sensor is a second-order (N = 2) Gosper curve,
inscribed in a hexagon of side r = 3.2 cm, hence having 32 cm
internal area. According to (1), the theoretical crack sensitivity
will be S(2) = 12 mm. For the placement on the prosthesis
surface, the SFC is reshaped by a 40% vertical compression to
fit on the area to monitor, then it is wrapped around the hip
replacement.
In this distorted configuration, the crack sensitivity is evaluated numerically by applying a Montecarlo method. Segments
of random length comprised between zero and twice the spacial
sensitivity of the original configuration (0 < L/S(2) < 2) are
randomly displaced onto the conformal SFC and the percentage
of those intersecting the electrode are counted by boolean operations. Fig. 7 shows the probability that a segment (namely
a crack) of normalized length L/S(2), randomly displaced on
the SFC, will intercept the path. The profile is well fitted by the
Gamma Distribution:
f (x | a, b) =

1
ba Γ(a)

x

xa−1 e− b

(2)

where {a, b} are fitting parameters. Noticeably, the conformal
SFC detector is capable to identify cracks longer than Lmin =
6 mm (Lmin /S(2) = 0.5) with more than 80% probability.

Fig. 8. CAD model for the numerical electromagnetic analysis. The integrated
prosthesis is inserted inside a cylindrical bone/muscle phantom of a thigh.

A. Tuning of the Cavity Backed Antenna
The considered RFID IC is the NXP UCODE G2iM+
[33] having RF equivalent impedance ZC = 21.2 − 199.7j W,
power sensitivity pIC = −17.5 dBm and anti-tamper threshold
DC resistances are {Ron = 2 MΩ, Rof f = 20 MΩ}. The antenna is housed in a notch on the stem of the prosthesis of size
20 × 15 × 2 mm. The human thigh is modeled as a cylindrical
phantom (Fig. 8) including bone (εr = 12.5 - tan δ = 0.23,
radius 26 mm) and an external homogeneous shell of average
muscle-fat-skin material [30] (εr = 43 - tan δ = 0.25, radius
70 mm). The tuning parameter is the width Ws of the stub in the
range 1 mm ≤ Ws ≤ 5 mm while the other parameters are kept
fixed as in Table II to comply with the size of the stem.
The electromagnetic optimization of the matching stub of
the antenna was carried out by CST Microwave Studio 2019,
neglecting the SFC electrode.
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TABLE II
SIZE OF THE TRANSPONDER

Fig. 9. Parametric analysis at 900 MHz of the input impedance of the cavity
backed loop w.r.t. the stub length W . Superimposed, the impedance of the IC to
be matched and the corresponding power transfer coefficient.

Fig. 9 shows the input resistance and reactance of the antenna
at 900 MHz v.s. the variation of the stub width and the corresponding power transfer coefficient (τ ) between the antenna and
the IC. The optimal results are obtained for Ws = 2 mm. The
corresponding surface current density and the radiation gain on
a horizontal plane at 900 MHz are shown in Fig. 10.
The induced current density (Fig. 10(a)) is mostly concentrated on the loop region while it quickly damps in the remaining
part of the prosthesis. The maximum realized gain (Fig. 10(b)) is
well centered at 900 MHz and the maximum value G = −27 dBi
is in line with the typical performance of implantable antennas [30]. By assuming the reader is emitting 3.28 W EIRP (the
maximum power allowed in Europe) the estimated maximum
reading distance in Line of Sight condition is 50 cm.

Fig. 10. Electromagnetic simulation of the final integrated antenna prosthesis
with the optimized stub (Ws = 2 mm): (a) surface current density at 900 MHz
(normalized units) and (b) realized gain vs. frequency along direction (ϕ = 60◦ ,
ϑ = 0◦ ).

In real life, the true communication performance are affected
by the individual variability of the tissue layers of the user so that
the amount of fat and of muscle could produce an undetermined
deviation of the realized gain, and hence of the read distance,
w.r.t. to a standard reference. This topic was deeply investigated
in [30]: the link gain may undergoes variation of 3–10 dB when
changing the implantation locus (shoulder, muscular, hip or
knee) and 3–5 dB for different values of index mass of the user
(normal, muscular obese). This uncertainty must be included in
the link budget as additional power margin to guarantee a reliable
estimation of the achievable communication performance. Anyway, as demonstrated in [30] [9] and [34], this indetermination of
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Fig. 11. Mechanical simulations to evaluate the impact of the whole crack
detection system on a titanium hip prosthesis. (a) Force and constraint; (b) Von
Mises stress maps of the modified prosthesis and of the unperturbed one.

the individual response does not prevent the establishment of a
robust backscattering-based communication with the implanted
device from a distance of at least 10–20 cm, even in the worst
cases. These values could make the usability of the device fully
compliant with data gathering on-the-fly, namely when the user
crosses a door equipped with a reading antenna. An example
will be given in the Section V.
B. Mechanical Analysis
The impact of the geometrical modification of the prosthesis,
namely the 2 mm cavity notch and the SFC grooving, on the
structural stability of the prosthesis, is evaluated by means of
a mechanical simulation with Solidworks [35] based on Finite
Element Method [36]. The prosthesis was excited by applying
a 2000 N vertical load (Fig. 11(a)) at the femoral height and a
fixed connection at the last 2 cm zone at the end of the stem.
As shown in Fig. 11(b), the grooves do not cause relevant stress
concentration in comparison with the unmodified device and
does not alter the location of the most critical stress areas (which
remain at the transition between the head and the stem). The
notch in the stem plays a negligible effect too, in the whole
prosthesis, the maximum Von Mises stress stays below the yield
limit that, for the Ti-6Al-4 V material of the device, is assumed
as 8.27 × 108 N/m2 . It is worth concluding that engraving the
SFC near the neck of the prosthesis, and etching the notch in the
upper part of the stem, do not significantly alter the mechanical
behavior, nor the strength and the mechanical resistance of the
prosthesis in a considerable way and its influence is overall
negligible.

Fig. 12. Overview of the smart prosthesis prototype. (a) Original prosthesis
(Francobal ‘S’ H237 A) and 3D ABS mock-up and details of the grooved SFC
tattoo; (b) final mock-up after the metallization and the integration of cavity
backed loop with indication of the coating layers of the region hosting the SFC
detector. (c) 4.5 X magnified picture (optical microscope AMScope SM-3B) of
the surface of the prosthesis with indication of the region filled with ink-particle
paint and Ag-ink within the SFC grooves.

IV. PROTOTYPE AND ELECTROMAGNETIC CHARACTERIZATION
A. Fabrication
A mock-up of the hip prosthesis was printed in Acrylonitrile
Butadiene Styrene (ABS, εr = 1.8 - σ = 0.001 S/m) by means
of RepRap Prusa Mendel i3 machine that guarantees 0.2 mm
printing resolution. The model was printed in two parts, namely
the stem and the neck. The SFC was made by a 0.4 mm deep
grooving directly produced by the printer (Fig. 12); afterwards,
both parts were metallized by a conducting spray coating (RSPro
247-4251). To meet the working constrains given by the SFC
electrode, the neck of the prosthesis was protected by a thin
insulating layer made by acrylic transparent paint. Then, the
groove profile was filled by conductive silver paint (RSPro
186-3593). After it dried at room temperature, a conductive
continuous thread was fully integrated onto the hip prosthesis.
The DC short-circuit resistance measured by a Fluke meter was
Ron = 320 Ω, i.e. much smaller than the required threshold of
the anti-tamper port of the IC.
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Fig. 13. (a) Experimental mock-up of the prosthesis inserted into a cow bone
and then (b) placed into a cylindrical glass filled with minced meat.
Fig. 14. Comparison between the measured realized gain of the prosthesis in
the limb mock-up with simulated data on a cylindrical phantom after averaging
on three angles ϑ = 0◦ , 30◦ , 60◦ . Interrogation performed at d = 30 cm.

The RFID antenna was manufactured by a 35 mm thick
adhesive copper layer carved by a plotter, then stuck on a 1.5 mm
PET substrate. The connection with the microchip transponder
was made by means of epoxy conductive glue. The SFC sensor
was then connected to the anti-tamper port of the IC by two thin
insulated copper wires running through the hollow prosthesis.
Finally the two parts of the prosthesis were assembled together
and the resulting mock-up is shown in Fig. 12. As the prosthesis
is made by an un-polished 3D-printed plastic mockup, that was
metallized with a copper paint, and then partially covered by
Ag-paint to fabricate the SFC traces, the resulting appearance
(obtained by an optical microscope AMScope SM-3B) and
roughness (Fig. 12(c)) is probably rather different that that one
would obtain starting from a medical grade metallic prosthesis
that is expected to be more regular and sharp.
To perform electromagnetic measurements, the prototype was
inserted in a mock-up of limb phantom made by a cylindrical
glass (εr = 6.7 - σ = 1 × 10−12 S/m) hosting a cow bone surrounded by minced meat (Fig. 13).
The electromagnetic measurements were taken by using the
Voyantic Tagformance station equipped with a linear polarized
antenna placed at a 30 cm distance from the mock-up, within a
semi-anechoic environment. The prosthesis was electromagnetically characterized by keeping the SFC intact.
Its worth clarifying, that the considered components were
selected for the proof of concept demonstration purpose only,
with no attention to bio-compatibility issues that deserve a
dedicated effort. As the RFID-IC is a standard chip for general
purpose use, biocompatibility can be achieved by resorting to
a proper encapsulation of the components with bio-compatible
coating like, Parylene C [37] and Peek [38] and even by means
of several medical-grade silicones for general and advanced
surgery, such as Silbione [39]. Concerning the SFC trace, the
considered conducting paint, made of silver nanoparticles dispersed in a polymeric matrix, is probably non bio-compatible.
Anyway, other options can be possible, for instance by resorting to magnesium [40], that is also bio-resorbable, and to
PEDOT:PSS [41] that has been already considered in recent
paper for bio-applications. The on/off impedance of the traces
corresponding to the specific implementation of the SFC as
suggested above, need to be evaluated case by case.

Fig. 15.
plane.

Measured and simulated maximum read distance on the horizontal

B. Realized Gain
The realized gain (evaluated by the turn-on method [42]) of
the device, along the normal axis of the loop, is reported in
Fig. 14(a) versus the frequency. The experimental arrangement
was also simulated numerically, as above, for corroborations.
Numerical results, after averaging over three elevation angles to
account for possible misalignment of the interrogating system,
compare well with measurements.
C. Read Region
Further tests estimated the spatial electromagnetic footprint
of the implanted tag. The mock-up was placed in front of the
antenna reader. By keeping the antenna at a fixed 30 cm distance
from the mock-up, this was gradually rotated of 360◦ around
its vertical axis (Fig. 15) by 45◦ steps. The realized gain was
measured at 900 MHz and hence the maximum read distance
was evaluated by assuming 3.28 W EIRP transmitted power and
a polarization loss factor equal to 0.2. Measurements look more
directive than the simulations, probably due to the difference
in the simplified model of the bone. The best performance are
achieved when the interrogating antenna is in line of sight with
the cavity backed loop (ψ = 90◦ ) where the estimated free-space
read distance is up to 70 cm. The worst case is of course when the
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Fig. 16. Artificial generation of a crack: (a) notch on the prosthesis head rim and insertion of a knife to apply a shear stress; (b) microscope pictures (4.5 X
magnification) of a portion of SFC trace as taken at different times of the application of the shear stress. Red lines highlight the crack evolution; (c) measured DC
resistance at the SFC port vs. time during the progression of the crack.

metal prosthesis shadows the loop antenna (300◦ ). Anyway, the
link can be established from at least up to 20 cm independently
on the angular position of the reader.
D. SFC Resistance Versus Growing Crack
To evaluate the response of the SFC crack detector to a partial
and continuous damage of the trace, an evolving crack was
emulated. The head of the prosthesis was disconnected from
the stem and a notch was carved out starting from the rim
(Fig. 16(a)). To activate the crack in a controlled way, a knife was
inserted into the notch. The knife was manually forced slowly, as
a lever, to produce a shear stress. This stimulus generates a crack
growing from the notch termination toward the SFC traces. The
DC resistance at the SFC port was continuously measured by the
digital multimeter as the shear stress increased. Simultaneously,
pictures of the SFC close to the notch were taken by means of
the optical microscope.
Fig. 16(b) shows the snapshots of crack generation and its
progress on the prosthesis. The corresponding values of the
SFC’ s resistance are plotted in Fig. 16(c). Before the application
of the shear stress, the measured DC resistance at the antenna
port was RSF C = 320 W < Ron . Despite some fluctuations
due to the manual enforcing of the shear stress, the overall
dynamic response is rather clear. As soon as the stress shear
increases, the crack begins to partly intersect the trace (snapshot
(1) in Fig. 16(b)) and the resistance starts to slightly rise (from
320 W to 360 W). Further on, as the crack enlarged, increasingly
breaking the trace (from snapshot (2) to (5)), the DC resistance
grows accordingly. Its value (around 3 kW) is however below
the Rof f threshold of the IC so that the SFC continues to be
logically perceived by the anti-tamper port of the IC as a short
circuit. Finally, the shear stress forced the crack to fully interrupt
the trace, and the digital multimeter jumped at the end-scale

(RSF C > 500 MW). At that time, the anti-tamper port of the IC
would have detected the crack. Hence, the SFC returns a robust
response that is sensitive only to a full interruption of the trace.
Scratches or other surface artifacts that could partially damage
the SFC trace, are expected not to significantly affect the crack
detection.
V. APPLICATION TO ON-THE-FLY MONITORING
Finally, an example of future real-life application of the above
developed wireless prosthesis is sketched in Fig. 17. The scenario involves the on-the-fly reading of biophysical parameters
that will be useful in the context of Smart Spaces as in [43].
Places like the users’ own house, an office or retirement home,
will in the future automatically observe the health status of
persons, multiple times per day, with no effort by the user
himself. This architecture will provide the physical layer of the
Precision Medicine [44], an emerging discipline that is aimed at
enabling dynamic medical care depending on the time history
of the biophysical status of the patient and even of that of
his eventual implanted devices. For this purpose, the typical
arrangement is an RFID gate integrated within a door frame
so that the sensor-equipped user will be interrogated only for a
short time when crossing the door. This scenario was already
investigated in [45] concerning the reliability of the link and in
particular to estimate how many data samples can be collected
during gate crossing, depending on the crossing velocity. Upper
bound velocity was identified such to guarantee a minimum
amount of data to make averaging and reduce fluctuation.
According to this framework, the status of the implanted
prosthesis of the user will be periodically checked so that the
occurrence of a crack will be identified in the early time. As the
response of the anti-tampering port is binary, and less affected
by fluctuations than for analog sensors (ex. skin thermometers),
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that was pushed across a door equipped with a reader (Trimble
Juno T41 emitting 1.0 W EIRP) with a velocity comparable with
that of a natural gait (roughly 80 steps per minute).
On crossing the door, the reader identifies the prosthesis (see
the RSSI diagram in Fig. 17(c)) and collects a stable tampering
bit (5 samples/sec using 200 ms for the interrogation time).
In a first case, the SFC on the prosthesis was intact, and
the returned tamper bit was ‘1’. Then. the SFC was scratched
(Fig. 17(b)) so that the circuit was interrupted. As expected, the
reader received the tampering bit ‘0’. Since the predicted link
range of the sensorized prosthesis is well comparable with a door
size, the reading of the IC was robust and the RSSI was always
above −70 dB so that the electromagnetic performance of the
antenna embedded in the prosthesis is practically insensitive to
the occurrence of the crack.
VI. CONCLUSION

Fig. 17. (a) Concept of automatic on-the-fly monitoring of the prosthesis status
by means of a gate (door) equipped with an hand-held reader that was affixed
at the door’ s frame. (b) Scratched SFC to emulate a microcrack. (c) Measured
RSSI in two consecutive gate crossings, first and after the scratching, and the
collected tampering bits.

the electromagnetic challenge is expected to be less critical in
this case.
Concerning the issue of electromagnetic exposure of the user
when crossing the gate, the results in [9] can apply. The Specific
Absorption Rate (SAR) in the leg is expected to be less than
an order of magnitude lower (<0.25 W/kg) then the regulation
limit (4 W/kg in the limbs) even for a reader placed at a distance
of just 5 cm from the skin and continuously (duty cycle = 1)
radiating 3.28 W EIRP (the maximum power allowed in Europe).
Thus, the system can be considered compliant with RF safety
regulations.
In the experiment (Fig. 17), the mock-up described in the
previous section was placed onto a stool provided with wheels

A new approach for non-invasive and through-the-body crack
detection was applied to a hip prosthesis. The presented method,
based on a pre-fractal electrode tattoo, was successfully implemented on a real metal object introducing negligible alteration
on the object itself.
The system consists in two separate elements, namely the
SFC crack detector and the UHF RFID antenna. By considering
a second-order pre-fractal, the Montecarlo analysis shown that
the proposed arrangement allows detecting cracks of maximum
length 6 mm with 80% probability. Better sensitivity can be
achieved by increasing the iteration order, at the cost of increasing manufacturing complexity.
A robust through-the-body RF link was achieved with typical
RFID readers. These features were experimentally demonstrated
to guarantee an automatic monitoring when the user crosses a
domestic door.
The proposed engraved mesh could be also integrated with
other RFID ICs having multiple sensing capabilities and manufacturing techniques already adopted in other fields, such as
laser direct structuring (LSD) [46]. Accordingly, in addition to
the crack detection, also loosening, osteointegration and onset
of inflammations of the prostheses might be detected in an easier
way, moving the prevention to an even earlier stage.
A still open problem is the durability to fatigue of the SFC sensor (produced by moderate cyclic bending of the prosthesis) that
should be quantified. This is expected to be strongly dependent
on the ultimate technology to deliver and protect the metal trace
on the prosthesis. There are currently several studies to identify
conducting paints that are robust against deformation of the
surface that in principle could make the conducting particles far
apart, thus reducing its DC conductivity. A promising technology is based on random nano-wires paint [47] that can guarantee
an electrical continuity even in case of severe mechanical stress.
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