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Abstract—Implantable Medical Devices (IMDs) such as pace-
makers and defibrillators increasingly rely on wireless connec-
tivity for remote monitoring and programming. However, this
wireless access introduces significant cybersecurity and physical
vulnerabilities, making IMDs susceptible to unauthorized access
and electromagnetic interference (EMI). This paper proposes a
wirelessly programmable smart shield based on a reconfigurable
Frequency Selective Surface (P-FSS) as a novel defense mecha-
nism for IMD security. The shield dynamically transitions between
shielding and transparency states, passively controlled by an RFID-
powered circuit, ensuring protection from malicious attacks while
enabling authorized medical communication. This study extends
prior theoretical investigations by introducing a fully functional
prototype, realized with a rigorous design methodology and lever-
aging low-power varactor-based switching to enhance efficiency
and miniaturize the size. The system demonstrates over 40 dB
of shielding effectiveness in the Medical Implant Communication
Service (MICS) band (401–406 MHz) while allowing controlled
transparency via a battery-less RFID interface with an activation
distance of 0.6 m. Experimental validation confirms the practical
feasibility of the proposed approach, making it a viable solution for
enhancing the cyber-physical security of IMDs.

Index Terms—Cyber security, epidermal antennas, physical
security, reconfigurable FSS, RFID, wireless programmability.

I. INTRODUCTION

ACTIVE Implantable Medical Devices (IMDs) are essential
tools in modern healthcare, enabling diagnostic, thera-

peutic, and monitoring functions [1]. These devices, including
pacemakers, defibrillators, and neurostimulators, increasingly
rely on wireless communication for remote monitoring and
programming [2]. Operating within the Medical Implant Com-
munication Service (MICS) band (401–406 MHz) [3], IMDs use
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Fig. 1. Concept of reprogrammable smart shield for ICD protection. The FSS
blocks all incoming fields at f0 in the OFF state, while communication is allowed
in the ON state. Surface reconfiguration is obtained through tunable components
controlled via an RFID reader.

low-power RF signals to ensure safe and interference-minimized
communication with dedicated external programmers. However,
despite encryption and authentication mechanisms [4], wireless
connectivity introduces significant cybersecurity and physical
vulnerabilities [5] that can compromise patient safety, particu-
larly given that most IMDs fall under high-risk Class III medical
devices [6].

IMDs are increasingly exposed to cybersecurity threats such
as unauthorized access, data breaches, and electromagnetic
interference (EMI) attacks, which can severely affect device
functionality [7], [8]. Attackers can exploit vulnerabilities to
alter device operation, disrupt telemetry, or accelerate battery
depletion through repeated authentication requests [9]. Existing
security measures, such as magnet-based switches [10] and
wake-up mechanisms [11], offer only partial protection, as they
either introduce usability constraints or fail to prevent sophis-
ticated cyber-physical attacks. Since IMDs remain vulnerable
to both active cyber intrusions and physical electromagnetic
threats [12], additional hardware-based protection strategies
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have been investigated. Some approaches propose external jam-
mers or cryptographic key exchange devices [13], but these
solutions typically rely on active circuitry, increasing power
consumption and potentially violating regulatory constraints,
such as those set by the FDA [14].

An alternative approach to mitigate these risks is the use of a
wirelessly reconfigurable electromagnetic shield that selectively
blocks unauthorized signals while enabling secure medical com-
munications. A radio-frequency identification (RFID)-based
smart shield was initially introduced in [15], [16] as a passive,
two-state programmable barrier for implantable cardiac devices
(ICDs). The key principle is based on a programmable frequency
selective surface (P-FSS) [17], [18], whose electromagnetic
properties can be dynamically adjusted via RFID-controlled
switching elements [19]. The shield, embedded within an epi-
dermal patch, is designed to block electromagnetic fields in the
MICS band (Fig. 1) and can be selectively reconfigured to enable
communication when in a trusted medical environment.

Previous studies have demonstrated the theoretical feasibil-
ity of this wirelessly reconfigurable shielding system through
numerical simulations but lacked experimental validation [16].
This work extends the concept by providing the first experi-
mental realization of a fully functional, passive, and wirelessly
programmable electromagnetic shield. The proposed system
is developed through a rigorous designing methodology, ad-
dressing key challenges such as energy-efficient reconfiguration,
robustness of the switching mechanism, and practical integration
into an epidermal patch. The use of ultra-low-power varactor-
based switching, combined with a compact and scalable layout,
ensures that the shield can be effectively deployed in real clinical
environments.

The remainder of the paper is organized as follows. Section II
introduces the rationale behind the proposed shielding mecha-
nism, explaining the operating principles of the programmable
unit cell and the key parameters influencing its perfor-
mance. Section III presents the optimized P-FSS design, while
Section IV evaluates its simulated behavior under different
polarization modes. Section V describes the physical imple-
mentation of the shield, including the biasing network for
the tunable components and the integrated RFID antennas for
wireless programmability. Section VI reports on the fabrication
of prototypes and experimental validation, assessing both the
shielding effectiveness and the wireless communication and
programming capabilities. Finally, Section VII summarizes the
findings and discusses future research directions.

II. RATIONALE

The proposed smart-shield dynamically modulates its electro-
magnetic properties to protect IMDs from unauthorized signals
while permitting secure communication with trusted external
programmers. Structured as a P-FSS, it consists of an array
of N = L×M unit cells, each integrating K = 4 varactor
diodes. By adjusting their impedance in response to the applied
bias voltage, these diodes enable a tunable frequency-selective
behavior.

Fig. 2. Schematic illustration of the smart-shield reconfiguration and operation
mechanisms. (a) The RFID IC harvests energy and receives digital commands
through a dedicated antenna connected to the RF ports, thus applying the
appropriate output voltage to the varactors via its DC terminals. (b) In the
OFF state, with the internal memory set to 0 or in the absence of sufficient
RF power, the output remains low, and the FSS blocks incoming waves at the
target frequency fo. (c) In the ON state, when the memory is set to 1 and the
RF power exceeds the threshold po, a high output voltage is applied, switching
the FSS to its transparent state and enabling authorized communication.

As illustrated in Fig. 2(a), the reconfiguration mechanism
relies on a wireless, battery-less interface based on backscatter-
ing communication. Each unit cell is coupled to an RFID Inte-
grated Circuit (IC), which operates in the Ultra-High-Frequency
(UHF) band (fp = 860 – 960 MHz). The IC harvests energy
and receives digital commands wirelessly through a dedicated
receiving antenna, connected to its RF ports (RF+ and RF-).
Upon successful decoding of the command, the IC updates its
internal Non-Volatile Memory (NVM) (Status 0 ↔ Status 1)
and adjusts the output voltage accordingly

(
V OFF
out ↔ V ON

out

)
.

This control voltage is delivered through the DC terminals
(DC+ and DC-), which bias the K varactor diodes embed-
ded in each unit cell, thereby modifying their impedance(
ZOFF
n,k ↔ ZON

n,k , ∀ {n, k}
)

and reconfiguring the electromag-

netic response of the FSS with 1-bit reconfigurability.
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Fig. 3. Layout of the unit cell. Ψ is the periodicity.

During normal operation, the ICs are wirelessly powered
by an external RF field at fs = 860 – 960 MHz (power-up
frequency), which can be generated by the same RFID reader
or by any unmodulated RF source. Once powered, the IC reads
its internal memory to retrieve the stored state and deliver the
output voltage accordingly. If the stored status is 0 (Fig. 2(b)), the
FSS is in the shielding (OFF) state, preventing malicious EMI
and unauthorized access by blocking electromagnetic waves
in the MICS band (fo = 401 – 406 MHz). Conversely, if the
status is set to 1 (Fig. 2(c)), the FSS enters the transparent
(ON) state, thus restoring the communication at fo by switching
the impedance states of the K varactor diodes per unit cell(
ZOFF
n,k → ZON

n,k , ∀ {n, k}
)

.

It is worth noticing that the ON state is achieved only if two
conditions are met: i) the IC is correctly programmed by the
RFID reader, and ii) the received power at fs exceeds the acti-
vation sensitivity threshold po [20]. Otherwise, the IC maintains
V OFF
out , keeping the shield in the OFF state. This architecture

ensures that, in the absence of both a valid RFID command
and sufficient RF power, the system reliably remains in its
default shielding mode, providing robust, fail-safe protection.
Moreover, this operational mechanism ensures robust and secure
functionality even in RF-dense environments, such as clinical
scenarios, where multiple sources may exist. Indeed, the shield
can only be toggled via an intentional, authenticated interaction
with a trusted RFID reader, for instance, through untraceable
commands or cryptographic challenge-response protocols [21].

III. UNIT CELL LAYOUT

The layout of the unit cell is shown in Fig. 3. It consists of
two resonators connected in parallel through four programmable
varactors. The central conductive element is a meandered cross-
shaped resonator surrounded by an inductive loop. The external
arms of the meandered cross are folded into compact rectangular
spirals, maximizing the use of available area and effectively
reducing the overall size of the unit cell to make the footprint
of the entire device compatible with the typical constraints of
epidermal integration. The selected configuration stems from

the design framework introduced in [22], where four varactor
diodes are placed between an internal resonator and an external
grid to allow for parallel DC biasing and polarization-insensitive
frequency behaviour. In particular, the choice of four varactors
respects the circular symmetry of the unit cell. This approach
also permits using a single RF choke for RF/DC isolation,
significantly simplifying the bias network. Additionally, this
type of geometry inherently supports multiple resonances [23],
enabling different frequency-selective behaviors depending on
the state of the tunable elements. Finally, the layout offers
a perfect circular symmetry, responding independently of the
polarization of the incident wave.

According to [22], an FSS with this geometry can be approxi-
mated as a passive LC-resonant circuit functioning as a second-
order bandpass filter. Consequently, the FSS transmission coef-
ficient S21 exhibits two characteristic frequencies: the resonant
frequency (fr) and the anti-resonant frequency (far). At fr, the
equivalent impedance of the structure approaches zero, resulting
in strong induced surface currents and, consequently, in almost
complete reflection of the incident wave. Conversely, at far, the
equivalent admittance of the structure is minimized, reducing the
surface current density and enabling transmission of the incident
wave with minimal attenuation [24]. The fundamental condition
for designing a smart shield capable of completely reflecting or
transmitting the incident field at fo = 403 MHz is given by:{

fr = fo, if Vout = V OFF
out −→ ZOFF

n,k , ∀ {n, k}
far = fo, if Vout = V ON

out −→ ZON
n,k , ∀ {n, k} (1)

This dual-frequency condition imposes non-trivial constraints
on the unit cell design, especially in the context of the proposed
RFID-based programming approach, which can only toggle
between two discrete varactor capacitance states. As a result,
the geometry of the FSS must be carefully optimized to ensure
that the structure meets both electromagnetic states, shielding
and transparency, under strict tuning limitations. Specifically,
the magnitude of the transmission coefficient S21 should be
minimized in the OFF state (S21,S) and maximized in the ON
state (S21,T ) to closely match its value in the reference case
(Sref

21 ), i.e., when the P-FSS is absent.

A. Parametric Analysis

The impact of the unit cell geometric parameters on the
resonant frequency in the OFF state and on the anti-resonant
frequency in the ON state is here evaluated through a parametric
analysis. The corresponding absolute value of theS21 is also con-
sidered. Simulations were carried out in CST Microwave Studio
2024 under the hypothesis of infinite periodic structure [17]1

(Fig. 4). The unit cell was laid on a biocompatible and flexible
substrate (0.8 mm thick, εr = 4.3, tan δ = 0.025) placed above
a three-layered human body phantom [26]. Two Floquet ports,
illuminating the structure with a TE or TM polarized uniform
plane wave, were considered to evaluate the shielding properties

1Periodic Boundary Conditions (PBCs) consisting of the repetition of electric
and magnetic walls are imposed on the lateral boundaries of the unit cell to
enforce periodicity [17], [25].
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Fig. 4. Unit cell simulation setup under periodic boundary conditions.
The numerical layered phantom consists of skin (εr = 48.3, σ = 0.7 S/m,
thickness = 5 mm), fat (εr = 5.57, σ = 0.04 S/m, thickness = 20 mm),
and muscle (εr = 57, σ = 0.8 S/m, thickness = 26 mm).

of the FSS [17], [25], [27]. Both ports were placed at a sufficient
distance (≥ λ/4) from the structure to ensure that evanescent
Floquet modes decay before reaching the ports [28]. The gap
between the central conductive element and the surrounding
loop is fixed at s = 0.6 mm to house the varactor, while the
arms lengths b = a+ c− t/2 and d = Ψ/2− s+ a− 2t (be-
ing Ψ = 2a+ 2c+ 3t+ 2s the cell periodicity) are constrained
to other design parameters to ensure symmetry with respect
to the incident field. Due to the relationship between the ge-
ometrical parameters in Fig. 3, only a, c, and t were consid-
ered in this parametric study. The starting values were chosen
as a = 1.5mm, c = 5mm, t = 0.5mm, as they allow for an
overall periodicity of Ψ = 16mm ≈ λeff/10, where λeff =
λ0/

√
εeff is the free-space wavelength scaled by the square root

of the effective permittivity εeff (calculated as in [29]). Finally,
the varactors (SMV1213 [30]) were simulated through their
SPICE model, incorporating a variable capacitance Cj(Vout)
(with Cj(V

OFF
out ) = 28.9 pF and Cj(V

ON
out ) = 10.74 pF ) and

parasitic effects characterized by an inductance Ls = 0.14nH ,
a capacitance Cp = 2.2 pF , and a resistance Rs = 1.4Ω [31].

Results are presented in Fig. 5. The resonator arm lengths,
a and c, exhibit a similar influence on both fr and far, caus-
ing a shift towards lower frequencies as their values increase.
Likewise, the absolute values of S21,S and S21,T are directly
proportional to the resonator arm lengths. Conversely, the trace
width t is inversely proportional to the resonant and anti-resonant
frequencies, while it directly affects the magnitude of the trans-
mission coefficient in the OFF state with a minimal impact on
S21,T . These trends fully agree with the findings in [22].

B. Design

Starting from the parametric analysis, the final layout of the
unit cell was retrieved by an optimization process aimed at
achieving the smart shield condition (1) and tuning the values
of S21,S and S21,T . To account for the biasing circuitry, two
orthogonally arranged traces were also included beneath the FSS
in the unit cell model. The trace width is set to t = 0.3mm to
facilitate fabrication. Consequently, optimization is performed
on the remaining parameters a and c, relying on the minimization

Fig. 5. Parametric study of resonant/anti-resonant frequency and correspond-
ing S21 magnitude as a function of geometrical parameters (a) a, (b) c, and (c)
t. Specifically, continuous lines represent fr and |S21,S | in the OFF(shielding)-
state, while dashed lines denote far and |S21,T | in the ON(transparent)-case.

of the following penalty function [32]:

U(α) =
2∑

i=1

δiui(α), (2)

whereα = {α1, α2} = {a, c}, and δi are the weights that must
be chosen so that

∑
i δi = 1 [32]. ui(α) are the sub-penalties to

be minimized, defined as:⎧⎪⎨
⎪⎩
u1 = S0

21,T · 1
S21,T

,

u2 = S21,S · 1
S0
21,S

(3)

whereu1 maximizes the transmission coefficient in the ON state,
and u2, minimizes the transmission coefficient in the OFF state,
both expressed in linear scale. The normalization parameters

S0
21,T = Sref

21 and S0
21,S =

Sref
21

1000 are such that each sub-penalty
function is between 0 and 1 and of the same order of magnitude.
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Fig. 6. Contour plots of the penalty function U(a, c) (lower is better).
The red dot indicates the optimum configuration: a = 0.9mm, b = 4.85mm,
c = 4.1mm, d = 5.9mm, Ψ = 12.4mm.

Fig. 7. Transmission coefficient under linearly polarized incident waves.
“REF” indicates the cell’s response without the P-FSS. Shadowed area cor-
responds to the expected variation caused by human variability, here emulated
through a ±20% variation of the dielectric properties listed in Fig. 4.

Result is shown in Fig. 6, highliting that the optimal geometri-
cal configuration corresponds to a = 0.9mm and c = 4.1mm,
reflecting an overall cell dimension Ψ = 12.4mm.

Fig. 7 shows the transmission coefficient S21 calculated for
the optimum layout of the unit cell under a linearly Transverse
Electric (TE) and Transverse Magnetic (TM) polarized incident
wave. The FSS is shielding the impinging field in the MICS
band with S21,S = −49 dB when V OFF

out is applied. On the
other hand, when the applied voltage is V ON

out , the anti-resonant
frequency is shifted in the MICS band, achieving good trans-
parency (S21,T = −16 dB). The contrast in the transmission
coefficient between the two states is ΔSS,T

21 = 30 dB, while be-
tween the reference case (Sref

21 ) and the transparent state is only
ΔSref,T

21 = 4 dB. Furthermore, due to the structural symmetry
of the unit cell, the S21 remains unchanged for both TE and
TM) polarizations (Fig. 7). This invariance is also highlighted
in Fig. 8, which depicts the surface current distributions at the
frequency of fo = 403 MHz for both operational states under
TE and TM polarizations, showing that the surface currents
are significantly higher in the shield state for both the central
conductive element and the surrounding loop.

Fig. 8. Surface currents for both operational states (shielding-transparent)
under TE and TM polarizations of the incident field.

Fig. 9. Transmission coefficient under circularly polarized incident waves.
“REF” indicates the cell’s response without the P-FSS. Shadowed area corre-
sponds to the expected variation caused by human variability, as outlined in
Fig. 7.

The shielding properties of the proposed wireless reconfig-
urable FSS were also analyzed by considering left-handed and
right-handed circularly polarized incident waves. Results for the
transmission coefficient are visible in Fig. 9. The variationΔS21

is equal to the case of a linear polarized impinging wave, but
both resonance and anti-resonance exhibit a lower S21 in the
MICS band (-65dB and -35dB, respectively). This is primarily
attributed to the increased losses introduced by the human body,
resulting from the higher current densities flowing through the
metallic traces in both operational states (Fig. 10).

IV. FINITE P-FSS IMPLEMENTATION

After defining the final layout of the unit cell, their N = L×
M number was retrieved by balancing constraints related to the
effectiveness of the operation of the FSS and the size of the final
layout. Thus, N = 6× 6 = 36 unit cells were adopted to fit an
overall dimension of 74.4 mm × 74.4 mm (Fig. 11(a)), which is
compatible with commercial epidermal patches [33] and can ad-
equately cover and protect the ICD (whose standard dimension
is ≈45 mm × 43 mm). The structure consequently integrates
K = 144 varactors in total, and the overall power consumption
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Fig. 10. Surface currents for both operational states (shielding-transparent)
under LHCP and RHCP polarization of the incident field.

Fig. 11. (a) Front view of the final layout comprising 6× 6 unit cells and
4 surrounding dipoles for wireless reconfiguration. (b) Back-side connections.
The final size of the P-FSS comprising the RFID antennas is 85× 85 mm.

is Ptot = K · Pvar = 5.3μW, where Pvar = 0.037μW is the
power consumed by one varactor with 1.8 V applied voltage.

Wireless programmability is achieved by integrating four
RFID ICs in the final layout, such that each RFID IC is re-
sponsible for a sub-array of 9 unit cells, driving 36 varactors
in total (Fig. 11) with a total required power P IC

out = 1.33μW.
The selected IC is the EM4152 [34] (ZIC = 17.6− j271.9 Ω
[34]), which is totally passive, with power sensitivity (i.e., the
minimum required power to establish communication) pchip =
−18 dBm, with programming sensitivity (i.e., the minimum
required power to program the IC) pw = −13.5 dBm and activa-
tion sensitivity (i.e., the minimum power needed for DC voltage
delivery) po = −17 dBm in case ultra-low power components
such as varactors are connected to the output port. If the RF
power reaching the IC exceeds po, the output voltage reaches its

Fig. 12. Simulated realized gains in the broadside direction for the four dipoles
surrounding the FSS, labeled as in Fig. 11.

maximum value of V max
out = 1.8V, while the maximum DC out-

put power isPmax
out ≈ 600μW � P IC

out [20]. ICs were embedded
in the final layout through four RFID antennas.

For the sake of symmetry, four dipoles surrounding the FSS
following an orthogonal arrangement (Fig. 11(a)) were chosen.
Each dipole is matched to the IC impedance ZIC through a
T-match [35] and a tuning inductor. Moreover, ferrite beads were
also embedded for DC decoupling purposes (Fig. 11(a)). The
negative pin of each IC is connected to the surrounding grid of
the FSS, thus representing the common ground. On the other
hand, the positive pins are connected to the center of the cross-
shaped resonator of each unit cell through back-side connections
(Fig. 11(b)). Geometrical parameters of the dipoles and tuning
inductors were defined by considering the maximization of the
realized gain Gτ , i.e., the gain G of the antenna scaled by the
power transfer coefficient τ , which accounts for the impedance
mismatch between the antenna and the IC [35]:

τ =
4RIC ·Rin

A

|ZIC + Zin
A |2 . (4)

In (4), the term Zin
A = Rin

A + jXin
A is the impedance of the an-

tenna, whileZin
IC = Rin

IC + jXin
IC is the IC complex impedance.

The simulated results are shown in Fig. 12. The maximum gain
is Gmax

τ (θb, φb) = −18 dB at f = 900MHz in the broadside
direction θb = φb = 0◦ and is the same for all the dipoles,
confirming no coupling between them, thanks to the orthogonal
arrangements and the presence of the human body [27]. More-
over, the achievedGτ is consistent with the typical performances
of on-skin antennas [36].

The maximum distance for both reprogramming and activa-
tion can be computed through the following [35]:

dmax
w,o =

λ0

4π
·
√

EIRPR ·Gτ (θb, φb) · ηp
pw,o

, (5)

where λ0 is the free-space wavelength, EIRPR = 3.2W is the
effective power transmitted by the RFID reader, and ηp is the
polarization loss factor, which is equal to 0.5 since the incident
field must be circularly polarized to energize all the ICs simulta-
neously. Thus, the theoretical maximum programming distance
is dmax

w = 0.6m, while the maximum activation distance is
dmax
o = 0.8m.
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Fig. 13. Fabricated prototype of the smart-shield. (a) Front view. (b) Back
view.

V. PROTOTYPE AND MEASUREMENTS

For the sake of prototyping, the smart-shield was realized by
etching copper from a 0.8 mm-thick FR-4 Printed Circuit Board
(PCB). The electronic components (ICs, varactors, inductances,
and ferrite beads) were soldered with the help of a bench sol-
dering iron. The resulting prototype is shown in Fig. 13. Two
sets of measurements were carried out to evaluate the proposed
system’s communication link (@900 MHz) and shielding prop-
erties (@400 MHz). Reconfigurability in terms of maximum
activation distance was also evaluated. In all the measurements,
the shield lies on a gelatinous (20 cm × 20 cm × 5 cm) phantom
(by AET [37]), resembling the human muscle, which is placed
on a cardboard frame to maintain an upright position.

A. Communication Link @900 MHz

1) Setup: The communication link was evaluated through a
circularly polarized antenna (patch with broadside gain GR =
7.5 dBic) placed at a fixed distance d = 30 cm from the FSS
in the broadside direction. The reader antenna was connected
to the Voyantic TagFormance UHF Pro station to measure the
realized gains, which were retrieved through the turn-on power
method [38].

2) Results: Fig. 14 compares the measured realized gains
Gmeas

τ of each of the four dipoles surrounding the FSS with the
simulated realized gain Gsim

τ , which is calculated as the average

Fig. 14. Measured realized gains for the four dipoles surrounding the FSS,
labeled as in Fig. 11. In the inset, the measurement setup.

Fig. 15. Measurement setup for evaluating the shielding properties of the FSS
in the MICS band.

of the simulated gains of these dipoles, all in the broadside
direction. The plot highlights a good agreement between mea-
surement and simulation. In particular, the maximum measured
realized gain is approximately Gmeas,max

τ = −20 dB for all
dipoles, only 2dB lower than the simulated one. Therefore, the
measured maximum programming distance is dmax

w = 0.5m.

B. Shielding Properties @400 MHz

1) Setup: The transmitting antenna, emulating the ICD pro-
grammer, is a broadband dual-ridge horn (SH-400 [39]). The
receiving antenna, simulating the ICD, instead, is a dipole
(Ldipole = 55 mm) adapted to f = 400 MHz through an LC-
network (LRX = 75 nH, CRX = 10 pF) and electrically bal-
anced through an RF BalUn [40] (Fig. 15). The SH-400 was
placed 60 cm away from the FSS. The receiving dipole was
placed behind the muscle phantom, attached to the cardboard
frame (Fig. 15). The transmitting and receiving antennas were
connected to the Pico108 Vector Network Analyzer (VNA) [41]
to evaluate the scattering parameters between them. Since the
horn and the dipole are both linearly polarized, three polariza-
tions were considered for the incident field: horizontal, vertical,
and oblique (45◦). For each polarization, the horn and the dipole
were rotated accordingly to be aligned, as the rotation axis coin-
cided with the propagation direction of the field. Finally, wireless
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Fig. 16. Measurement protocol @400 MHz.

TABLE I
COMPARISON BETWEEN SIMULATED AND MEASURED TRANSMISSION

COEFFICIENTS IN BOTH SHIELDING AND TRANSPARENT STATES

programmability and power activation were achieved through
the same patch antenna used to evaluate the communication link
connected to the Thing-Magic M6E RFID reader.

The measurement protocol is shown in Fig. 16. Before starting
the measurement of the transmission coefficientS21 between the
horn and the receiving dipole, each RFID IC was programmed in
the ON/OFF state by means of the RFID reader antenna sending
a modulated signal at fw. Then, the same antenna was used as
a sinusoidal source at fs = fp for activating the ICs, and S21

measurements were performed at f0.
2) Results: Fig. 17 shows the measured transmission coeffi-

cients for different polarizations. To ensure a meaningful com-
parison between simulations and measurements, the measured
transmission coefficients were normalized to the simulated ones
by compensating for systematic discrepancies. Specifically, the
reference Sref

21 was first measured and compared with its simu-
lated counterpart, determining an offset |ΔS21| = Smeas,ref

21 −
Ssim,ref
21 in the MICS band. This correction was then applied to

all measured data to align the transmission characteristics with
those obtained in simulations.

Results are summarized in Table I, highlighting a good agree-
ment at least in the MICS band, where, regardless of the polariza-
tion of the incident wave, a difference of about 30 dB is measured
between the ON and OFF states. The higher differences outside
the MICS band, visible in both the reference and P-FSS measure-
ments, can be attributed to the physical limitations of the trans-
mitting antenna (whose lower band frequency is∼300 MHz) and
the receiving dipole (which has a narrow bandwidth centered at
400 MHz) as well as to possible truncation effects related to
the finite size of the FSS. The same considerations apply to
the measured shielding effectiveness SEdB = Sref

21 − Sshield
21

[42] (Fig. 18), which highlights the reconfigurability of the
smart shield within the MICS band and its shielding properties
regardless of the polarization of the incident field.

The maximum reconfigurability distance was determined by
analyzing the variation of the transmission coefficient S21 as a

Fig. 17. Measured transmission coefficient S21 for the shielding and trans-
parent states under different polarizations of the incoming field. Shadowed, the
MICS band. “REF” indicates the FSS’s response without the P-FSS.

Fig. 18. Measured shielding effectiveness of the smart-shield. Shadowed, the
MICS band.
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TABLE II
COMPARATIVE OVERVIEW OF EXISTING SECURITY MECHANISMS FOR IMDS, INCLUDING PHYSICAL, CYBER, AND HYBRID APPROACHES

Fig. 19. Measured variation in the transmission coefficient S21 as a function
of distance at a fixed output power (EIRPR = 3.2W ).

function of distance at a fixed output power (EIRPR = 3.2W )
between P-FSS and RF source. This approach identifies the
critical threshold beyond which the RF-powered ICs can no
longer supply sufficient energy to bias the varactors. Specifi-
cally, as long as S21 remains near −16 dB, the ICs effectively
harvest enough power to sustain the transparent state of the
FSS. However, when S21 drops to −44 dB, the power deliv-
ered to the ICs becomes insufficient to maintain the required
DC voltage, causing the FSS to revert to its shielding state,
even if previously programmed to be transparent. Experimental
results indicate a measured maximum activation distance of
dmax
o = 0.6m (Fig. 19), closely aligned with the theoretical

prediction of 0.7m (computed assuming Gmeas
τ = −20 dB).

Therefore, the shield must remain within a safe operating dis-
tance of 0.5 m in the broadside direction to ensure reliable
programming and activation. This constraint enhances the se-
curity of the smart shield, preventing unauthorized activation
while effectively safeguarding the implanted device. Finally, this
activation distance is fully compliant with international Specific

Absorption Rate (SAR) regulations, even under worst-case ex-
posure conditions, e.g., 3.2 W EIRP at 900 MHz [43], [44], and
does not pose significant EMC risks to implantable devices [45],
while precautions regarding nearby external equipment can be
easily met in clinical settings [46].

VI. CONCLUSION

This work represents the first comprehensive experimen-
tal validation of an RFID-based wireless reconfigurable FSS,
demonstrating the feasibility of the idea and its effectiveness
in dynamically protecting Implantable Medical Devices from
cyber/physical attacks. The experimental results confirmed the
ability to seamlessly switch between two distinct operational
states, enabling the structure to function as either a transpar-
ent medium or an electromagnetic shield (depending on the
programmed state) with a measured shielding effectiveness
exceeding 30 dB and a wireless activation distance of 0.6 m.
Furthermore, the programmable FSS exhibited robust perfor-
mance across various polarizations of the incident field, ensuring
reliable operation in real-world scenarios. However, the reported
activation range refers to optimal conditions (maximum EIRP
and antenna alignment); thus, in realistic scenarios, the range
may be reduced due to orientation and propagation effects.
Similarly, human-induced variability, such as skin curvature,
sweat, or partial patch detachment, is expected to impact the
900 MHz RFID link [48] more significantly than the 400 MHz
shielding behavior, which should remain stable due to the sys-
tem’s bandwidth and tuning margin. Ongoing experiments are
addressing these aspects under realistic conditions. Finally, a key
strength of the proposed smart shield lies in its ultra-low power
consumption, enabling fully passive and battery-less operation.
This feature simplifies integration with epidermal patches and
ensures that the solution is highly scalable, making it adapt-
able to a broad range of biomedical and security applications,
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thereby representing a viable alternative to existing protection
techniques, as summarized in Table II. In this context, it should
be highlighted that the shield remains in the OFF state under
normal operating conditions and must be reprogrammed and
actively powered only for short durations, typically during med-
ical monitoring or device reconfiguration sessions.

Beyond IMD protection, the novel reconfiguration mecha-
nism demonstrated in this work paves the way for future devel-
opments in adaptive electromagnetic shielding, programmable
wireless security layers, and next-generation wireless systems.
Future works will focus on improving the transmission re-
sponse under circular polarization, on the implementation of
programmable shielding at 2.45 GHz (enabling protection of
emerging IMD platforms featuring BLE-based telemetry and
wake-up signaling), on incorporating advanced authentication
protocols, and on testing the shield in a real-world pacemaker-
programmer communication scenario. Additionally, we will fo-
cus on adopting biocompatible and stretchable materials, such
as PDMS (Polydimethylsiloxane) and Ecoflex [49], to enable
conformal, skin-integrated, and even implantable implementa-
tions. Also, emerging materials such as Laser-Induced Graphene
(LIG) on a polymeric precursor, e.g., polyimide films, are un-
der consideration, as they allow the fabrication of stretchable
and conductive patterns via direct laser writing, with excellent
mechanical compliance and adhesion to the skin through bio-
compatible substrates like bio-compatible silicone [50].
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